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2.1. For the last three years I have been working for Automation Systems Telem 
C.A, which is a company in charge of all the engineering concerning to the 
Central Management that assures the supervision of the different subsystems 
that constitute the Metro of Caracas, such as the traffic of the trains and the 
electrical substations that supply the energy. The Title of my position into this 
company is “Central Management Engineer” and one of my principal tasks is to 
take care of the administration and maintenance of every component of the 
SCADA in the Line 2 of the Metro. As Central Management Engineer one of 
my duties is to verify continuously the servers of the SCADA, the performance 
of the Man Machine Interfaces and I have to supervise the network architecture 
with its different components such as the network Switches.      
 

 

2.2. A SCADA (Supervisory Control And Data Acquisition) is a computer system 
that monitors and controls a process spread out over large areas. The SCADA in 
the Metro allows the final users, which are the operators located in the CCO 
(Control Center of Operations), to supervise what happens in the line. For that 
reason the SCADA must guarantee a continuous operation and visualization of 
the line throughout the graphical interfaces. The SCADA in the Line 2 basically 
consists on Data Servers, Communication Servers, Man Machine Interfaces 
(MMI) and Remote Terminal Units (RTU). All these devices have to be 
constantly in communication and that is the reason they have to be connected in 
the same network, this is the Central Management Network. The Data Servers 
are in charge of managing all the intelligence of the system. They host the 
software of the application and that is why they keep the Data Base who fills up 
from the Communication servers. These Communications servers make the 
connection with the RTU which collects the data from the equipments in the 
line; they are installed throughout the entire Line. The MMI are computers 
where the operators can handle a friendly interface with several menus which let 
them operate the system.  
  

 

2.3. Because of the big importance of the service offered by the Metro of Caracas in 
the city, in its goal of transporting 900.000 of people daily, the SCADA has to 
guarantee its continuous operability. Two years ago, the Central Management of 
the Line 2 had a switch (an equipment to connect several devices into the same 
network) to connect the servers and MMI in the CCO. In a moment, the 
SCADA system started to get slow, it means that the application running in the 
MMI was very slow; the commands that go out to the devices in the line were 
executed with a big delay. 
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2.4. Initially, to solve the situation very quickly I decided to stop the servers that 
were operating in that moment and to replace them for the servers that were in 
stand by. This action let me to analyze the problem with certain tranquility. The 
system was normalized and I started to check the servers that showed the 
problem, this verification consisted on reading the log files that keeps the 
information about what happens on them, also I did some verifications on the 
hard disks in order to dismiss that the problem was because of the lack of space 
for the application processing. The servers seemed to be fine except because of 
some traces in the log files that showed several timeouts in the connection with 
the components of the system. This fact indicated me certain idea of the 

 



slowness of the processes that run in the servers. Then, with the servers that 
were raised later the problem was presented once again. 
 

2.5. In situations like this I had to think very quickly to find as soon as possible the 
root of the problem. In that moment, I though that the problem radicated in the 
common device that share all these equipments in the SCADA, it means the 
Network Switch. To check that the problem was in the Switch and was not in 
the servers, I started to disconnect from the Switch all those equipments that are 
not critical for the basic functioning of the system, and I left connected to the 
Switch the minimum necessary for the operation of the SCADA. Due to the 
problem did not seem to be obvious; I decided to ask for help and advice from 
the technical staff of the Central Management and from the inspectors of the 
Equipment Department of Metro who were in charge of authorizing my actions.   
With the disconnections that I did of certain equipments, the situation got better 
a little bit and to the eyes of the CCO operators the situation seemed to be 
solved, which was not true. In those conditions, they just would have the 
possibility of operating the most critical systems, but not the overall. However, I 
had two good things, the first is that the system was operable at least in its most 
critical services, and the second is that I was more certain that the problem 
radicated on the Switch, which was failing and could not handle all the data that 
travels in the Central Management Network.       
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2.6. To analyze the problem I asked to the Telecommunications Department of 
Metro for a CISCO 2950 Switch, and also I asked for permission to work during 
that night to the Operations Department of Metro. All that with the goal of being 
able to do the tests in the Switch, connecting and disconnecting the equipments 
from the Network. The night is the better moment to do these operations 
because the system is not in commercial service, therefore I could turn off the 
servers and the MMI, make the disconnections and I could stop the SCADA 
application. For these tests I also asked for support from people from other 
disciplines such as two technicians from central management, one inspector 
engineer from the Equipment Department and one technician from the 
Telecommunications Department. Their roles would be very important in the 
resolution of the problem; because we would have in the team someone 
specialized in telecommunication that could help me to better understand the 
network dynamic, the traffic of the data and the behavior of the Switch. The 
inspector engineer would help me to validate the tests to dismiss the possible 
culpability of certain devices and better identify the root of the problem. And 
the Central Management technician would collaborate for the disconnections, 
raising the application and normalizing the system very early in the morning, 
when the system should start the commercial operation. Once the work team 
was formed, I already counted on all the necessary for the tests, I did quickly a 
brief that let me organized the nocturnal tests. 
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2.7. When the commercial operation of Metro ended we started the tests. The first 
thing was to reproduce the problem to analyze the situation very well. To do 
this, we had to reconnect again all the equipments in the old Switch and really at 
the end of some minutes we saw the exactly same problem we had in the 
morning. To analyze the problem I proceeded to do some connectivity tests 
between the different equipments and I could check that some data packages 
were lost. The lost of data produces lost of information and then the application 
can not show real information, so it could not work correctly. Also, after several 
verifications we dismissed the idea that the problem was in the devices 
connected in the Switch because of some generation of extra data that could 
overload the network. The next part of the test was connecting all the 
equipments in the new Switch that the Telecommunications Department gave 
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us. With this new switch the whole system was functioning very well and we 
identified my initial idea that the problem was because of the old Switch. My 
next task would be to know what happened to that Switch that now was not 
functioning as it should do. 
 

2.8. The next day and with the SCADA already functioning properly with the new 
Switch, I proceeded to research about the network switch that was connected 
and about the one that was operating. In that research, I consulted in several 
opportunities with the Telecommunications Technicians which are more 
experienced in the subject. Then I did tests over the old Switch throughout a 
menu provided by itself with a serial connection established with the 
“HyperTerminal” tool. I found that the Switch has a limited capacity about the 
data traffic it is capable of handle. Besides, it did not manage some functionality 
that has other Switches more modern. Some of these functionalities are to detect 
network collisions, capacity to configure virtual dedicated networks and 
capacity to handle network topologies such as the closed ring.      
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2.9. After documenting my research and consulting with my supervisor in 
Telemática, I did a technical proposal that I presented in the Equipment 
Department of the Metro about the acquisition of a new Switch with some 
specific requirements that are necessary to guarantee the good performance of 
the SCADA network. The selection of this new switch was defined taking costs 
considerations, maintenance facilities, and fluency in the acquisition of the 
device of that branch of Switch in the country, where we could have support 
specialized and technical service by the provider. In the documentation I 
developed with this problem, I put in evidence the necessity of having software 
in an Administration computer of Central Management capable of supervising 
the data traffic in the network. Looking for some information about these kinds 
of programs, they actually exist and are called “sniffers”, they allow to do this 
kind of supervision. The engineers of Equipment Department approved my 
proposal about the acquisition of more potentially Switch. Also, they approved 
the recommendations that I developed in the documents. Finally, the following 
actions were taken: 

• Sniffer software called “Ethereal” was installed to spy the network.  
•  Two more powerful Switches were installed in a master-slave 

configuration in order to have redundancy in the connections. In case 
of the failure of one of these switches, the other would guarantee the 
operability of the network. 

• The Central Management Technicians were trained to handle and make 
the maintenance of the new switches. Also a maintenance routine was 
developed in order to detect and to make faster diagnosis in possible 
network problems. 
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2.10. At the end of this experience I learned a lot about the network dynamic. Now I 
have a bigger understanding of networks, its hardware, its configuration and 
how to detect failures. Also, it was important for my career to find myself in this 
kind of situation where decisions need to be taken quickly and with precision, in 
order to solve the problem in the fewer time possible. The part where I had to 
make a research to document theorically the problem was very valuable for me 
because with this, later, I could make I proposition to improve the network 
management. 
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